EDA Zoom Meeting Security

Overall, EDA meetings are safe and supportive, thanks to the majority of members who know
and abide by the Twelve Traditions and the norms of Twelve Step programs, such as refraining
from cross talk or commenting on another person’s statements. But from time to time, serious
problems may arise.

For example, EDA meetings a few years ago experienced a rash of upsetting “Zoom bombings.”
Sometimes, people in meetings say or do things that need to be addressed right away, because
the words, actions, or images are offensive, distracting, or uncomfortable, such as when a
person unintentionally leaves their video on when changing clothes.

Although our meetings typically run smoothly when an inexperienced member reads the
meeting script, there are occasions when a more experienced member may need to step in.

This document is designed to help more experienced EDA members be prepared to handle
challenging situations. We hope no Zoom Host or Co-host ever has to use the suggestions we
will share, but as the saying goes, “Better safe than sorry.”

Purpose of this document

This document, EDA Zoom Meeting Security, discusses a) how to recognize problems that may
require quick action, and b) what to do about problems in a general way.

EDA has a separate resource, EDA Zoom Meeting Tips, which describes how to set Zoom
options to help keep meetings safe and how to use Zoom features to deal with
problems as they arise.

Please note that EDA meeting chairpersons are only expected to read from a script. A meeting
chairperson is not expected to have experience with meeting facilitation, and might not be
familiar with EDA’s Traditions or standard meeting protocol. In contrast, a meeting’s Zoom Host
or Co-host is typically a more experienced EDA member, empowered and responsible for
ensuring meeting security. Many groups try to rotate the meeting chairperson responsibilities
to permit more experienced members to focus on Zoom hosting.

Sometimes the meeting chairperson is also the Zoom Host. For the purposes of this document,

we will focus on the role of Zoom Hosts and Co-hosts, understanding that the meeting
chairperson might also fulfill this role.
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Types of disruption

Three categories of situations may require a rapid response from the Zoom Host or Co-host:

o Zoom Bombing

= An external threat (someone who is not an EDA member) intent on disrupting the
meeting.

o Intentional Disruption

= An EDA member makes statements (via chat or aloud) or displays content (images or
gestures) that signal an intent to be disruptive, hateful, shaming, bullying, or
disrespectful.

o Unintentional Disruption

= An EDA member makes statements (via chat or aloud), has excessive background
noise, or displays content (images or gestures) that signal that they are unaware that
their speech/text/background noise/image content/gestures are disruptive.

Recognizing Categories

Here are some examples of each category.
Please note that the below examples do not cover all possible scenarios.

o Zoom Bombing
= A person logs on and begins displaying pornography or other inappropriate content.
= Aset of people join and make hurtful statements about attendees' appearances,
ethnicities, gender identities, sexual orientations, religions, politics, or eating
disorders. This may happen either in the meeting directly, or in the chat feature.
= One or more people who do not appear to be part of EDA display threatening content
on screen such as terrorist insignia.

o Intentional Disruption

= An EDA member makes hurtful assertions about another attendee's appearance,
ethnicity, gender identity, sexual orientation, religion, politics, eating disorder, or
other personal characteristics.

= An EDA member makes suggestive or harassing statements to another attendee via
private chat; the recipient alerts the Zoom Host.

= An EDA member displays weapons, terrorist insignia, or makes violent gestures toward
others, such as flipping someone off, on camera.

o Unintentional Disruption:
= An EDA member accidentally unmutes themselves and background noises are heard.
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= An EDA member accidentally disrobes without turning off their video, or exercises,
eats, or makes disruptive gestures without realizing that any of these can be
distracting to other meeting attendees. Please note that some groups may be fine
with people eating on camera. Many groups have a statement in their format such as,
"if you wouldn't do something at an in-person meeting, please don't do it on camera."

« An EDA member makes an inappropriate comment without seeming to realize they
have done something offensive. Crosstalk comes under this category because it is
inappropriate to comment directly on anyone else’s statements, other than to say,
“Congratulations on your milestone!”, at an EDA meeting. An exception is when
someone mentions that they have suffered a loss. In that case, it is ok to say
something like, “I am sorry for your loss.” Keep it simple and sincere.

How to handle each category

o Zoom Bombing

Follow the protocol for removing a Zoom bomber:

= Zoom Host or Co-host should suspend all participant activity by going to
the Meeting menu Security / Host Tools tab and selecting that option.

= Zoom Host or Co-host then unmutes and turns on their own video and lets
everyone know what they did and why.

= They then make the meeting chair a co-host and ask the meeting chair to unmute
and continue with the meeting, while the Host takes care of cleanup by removing
Zoom bombers from the meeting.

= Once the Zoom bombers are removed, the Zoom Host or Co-host resets the
Meeting Security / Host Tools settings so participants can again turn their videos
back on and use the chat. Since chat history cannot be cleared, if chat was used to
disrupt the meeting, the Host should explain this.

= The Zoom Host could suggest that the group say the Serenity Prayer or take a
moment of silence and a deep breath to help everyone reconnect and refocus on
the meeting.

o Intentional Disruption

Same as above, except instead of ejecting the disruptor, the Zoom Host or Co-host
moves the disruptor to the waiting room.

= Using the chat feature, the Zoom Host could say something to the disrupter such as:
o "Sorry for moving you to the waiting room.
o Itis disruptive to [name the action].
o You are welcome to rejoin the meeting next time if you agree not to disrupt the
meeting. You may not rejoin this meeting today.
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o If you want the group to consider handling this type of situation differently,
please rejoin the meeting when you are calmer, and suggest—during
announcements or right before the closing—that the group hold an extra
business meeting to consider a better approach.”

o Please note that people in the waiting room are not able to respond to chat
messages.

Zoom Bomber / Intentional Disruptor Protocol
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e Please be careful with the EDA Zoom Host Code. Do not give the Host Code out to
anyone you do not know (and also trust completely).

e Be sure to END the meeting; never transfer the Host Code and LEAVE the meeting. If
people want to keep talking, they can rejoin after you (the Host) END the meeting.

e Please do not make anyone you do not know a Zoom Co-host. Once a person is a Co-
host, the Zoom Host must make them a regular participant before they can be removed
or put in the waiting room.

e If you remove someone from an EDA Meeting, they will not be able to enter the
meeting (or any other meetings on that same Zoom line) for 24 hours.

e If aZoom bomber renames themselves to the name of a real EDA member, the Zoom
Host or Co-host can do the following:

1. Use the Security / Host Tools Menu to turn off “Rename Themselves” and
then turn on the Start Video feature.
2. Ask meeting participants to show themselves on video.
Rename the Zoom bomber something like “Zoom Bomber.”
4. Remove the Zoom bomber.

w
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® Remember to use the Security / Host Tools Menu to restore the “Chat”, “Rename”,

“Unmute”, “Start Video”, and “Set Meeting Timers” options after removing someone.

o Unintentional Disruption:

If an EDA member accidentally unmutes themselves and background noise is heard,
the Zoom Host or Co-host can and should mute them, then send them a private
message saying why this was done.

If an EDA member disrobes, exercises, eats, or makes disruptive gestures without
seeming to understand that any of these can distract meeting attendees from
concentrating on the meeting, the Zoom Host or Co-host can and should stop their
video feed, then send them a private message saying why this was done. Please note
that some groups may be fine with people eating on camera. Many groups have a
statement in their format such as, "if you wouldn't do something at an in-person
meeting, please don't do it on camera."

If an EDA member makes an inappropriate or distressing comment without seeming
to realize they have done something that others find problematic, it can create a
hostile environment. We want to use such opportunities to help all group members
recognize and address inappropriateness when it happens, without shaming the
person responsible. Some examples:

EDA members sometimes endorse outside resources, such as treatment centers,
medical professionals, food plans, exercise regimens, other Twelve Step programs,
or outside literature. Brief mentions of outside resources are ok if part of
someone’s story, however, extended comments and any disparaging or
promotional comments should be called out. The meeting chairperson should take
the next opportunity to say, "Just a brief reminder to the group: EDA is not
dffiliated with any other entity. Individually, our experiences may vary. This EDA
group has no opinion on outside issues." If the meeting chairperson does not say
this, the Zoom Host should do so.

After someone cross-talks, the meeting chairperson should politely and promptly
say, "Just a reminder to the group: Cross-talk is when someone directly addresses
what someone else said rather than speaking to the group as a whole. This EDA
group does not allow cross-talk, even when the intent is supportive.” If the meeting
chairperson does not say this, the Zoom Host should do so.
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« After someone says something offensive, such as making a derogatory statement
that they appear not to have realized was distressing, the meeting chairperson
should promptly and politely say, "Please allow me a moment to affirm that EDA
does not permit statements that demean or threaten any group or individual. We
are all equally deserving of acceptance and respect. Anyone who speaks
inappropriately or disrespectfully of others will be promptly removed from this
meeting. What just happened meets the criteria of unacceptable behavior. Our
goal is to keep our meetings safe so people can hear about recovery. Any further
statements or actions that demean or deride others will result in removal from this
meeting." Again, if the meeting chairperson does not say this, the Zoom Host or
Co-host should do so.

Offensive statements may include but are not limited to:
o Disparaging anyone's ethnicity, body size, appearance, gender identity,
sexual orientation, religion, politics, or other personal characteristics.
o Yelling at someone (or everyone) in the meeting.
o Heavily criticizing/disparaging other Twelve Step programs.

» After someone mentions an intent to self-harm, the meeting chairperson should
promptly and politely say, "A brief comment to the group: We have all had
situations where we felt so overwhelmed and hopeless that we contemplated
doing whatever would end the suffering. As we continue with our shares, let's also
mention what actions we took that helped us through our darkest hours, and how
taking action helped to improve the situation." Privately, the Zoom Host or
meeting chairperson should send a direct message in the Zoom Chat to the person
who shared the intent to harm themselves; the Zoom Host and/or meeting
chairperson should express support, ask them to commit to calling their therapist
or psychiatrist if they have one, and commit to staying after the meeting to get
support. It may, however, be important for the person to take action right away—
such as calling 911 or 988 to get professional intervention for their safety. In
either case, as the meeting is closing, the Zoom Host or meeting chairperson
should say something like, "I'd like to ask a few EDA members to stay after the
meeting to offer support to those who are struggling."

Final thoughts

All EDA meeting participants have shared responsibility for keeping EDA meetings safe
by identifying and gently calling out inappropriate behavior.

The meeting chairperson is responsible for addressing inappropriate behavior, but since
EDA encourages everyone to accept responsibility for chairing meetings, it is possible
that the meeting chair is unaware of how to handle challenging situations. In such cases,
it is appropriate for Zoom Hosts and Co-hosts to step in, as they may have more
awareness of what is happening and what to do.
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® Zoom Hosts and Co-hosts should familiarize themselves with the EDA Zoom Meeting
Tips document and practice taking the actions needed to put a meeting participant in
the waiting room and expelling them.

e EDA members are grateful for those who serve their groups as Zoom Meeting Hosts and
Co-hosts. Thank you very much for your service!
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